Issue:
 

A number of Financial Institution users have asked us to:
 

1/ Remove the System Administrator server role requirement in AppMetrics, off the shelf 
 

and/or
 

2/ Remove the ability of a user, without DBA permission, to create a new database.
 

Discussion:
 

The following process should be followed by the Machine system administrator or the DBA to remove the System Administrator requirement and to remove the database creation function. Some icon creation clean-up work will be inserted in the next release of the product to delete some empty icons, but this is minor and does not affect use. All other AppMetrics functionality remains intact, including the ability to create and delete AppMetrics agents as those objects are only defined in the Windows Registry and not the database.

 

Overview:
 

The Machine System Administrator or DBA will use Microsoft SQL Server Management Studio to make these changes under SQL Server 2005, and would use SQL Server Enterprise Manager under SQL Server 2000. SQL server 2000 is shown below - the names in 2005 are slightly different, but the process is the same
 

The Server Roles that need to be removed from the AppMetrics Login are as follows;  
 
        System Administrators  
        Database Creators  
 
The Bulk Insert Administrators Server Role needs to be added to the AppMetrics Login in order for AppMetrics to operate correctly.

 

In order to reset the permissions in order to allow the creation of new AppMetrics manager databases, simply bring up the SQL Server Login Properties dialog for the AppMetrics Login, and re-enable the Database Creators Server Role by checking that item. It is not necessary to select the System Administrators Server Role, as it is no longer needed.

Solution:
How to change Server Role settings for the AppMetrics user account in SQL Server 2000
How to change Server Role settings for the AppMetrics user account in SQL Server 2005
How to change Server Role settings for the AppMetrics user account in SQL Server 2000
1) Bring up SQL Server Enterprise Manager.

2) Expand the appropriate SQL Server instance under the SQL Server Group node.

3) Expand the Security node, and then click the Logins node under Security. The list of Logins will be displayed in the right hand panel.
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4) Double click the Login that was defined at AppMetrics install time. The default Login is AppMetrics.

5) The SQL Server Login Properties dialog will appear as shown below. 
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6) Select the Server Roles view. You will find the following items selected;

· System Administrators (Note: This item will not be selected by default in future releases of AppMetrics)

· Process Administrators

· Database Creators
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7) Uncheck the following items;

· System Administrators (if checked)

· Database Creators

8) Scroll the list in order to view the Bulk Insert Administrators item, and then select that item.
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9) Select OK, and close Enterprise Manager. 

10) AppMetrics will now operate as before, except that no new managers can be defined.

In order to reset the permissions in order to allow the creation of new AppMetrics manager databases, simply bring up the SQL Server Login Properties dialog for the AppMetrics Login, and re-enable the Database Creators Server Role by checking that item. It is not necessary to select the System Administrators Server Role, as it is no longer needed.
How to change Server Role settings for the AppMetrics user account in SQL Server 2005

11) Bring up SQL Server Management Studio.
12) From the Object Explorer, expand the appropriate instance.

13) Expand the Security node under that instance, and then expand the Logins node under Security.
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14) From either the Object Explorer or the Summary view, double click the Login that was defined at AppMetrics install time. The default Login is AppMetrics.
15) The Login Properties dialog should appear as shown below.
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16) Click on the Server Roles item in the list.
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17) Uncheck the following items;

a) dbcreator

b) sysadmin

18) Check the following item;

a) bulkadmin
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19) Select OK, and close SQL Server Management Studio.
20) AppMetrics will now operate as before, except that no new managers can be defined.

Note :
In order to reset the permissions in order to allow the creation of new AppMetrics manager databases, simply bring up the SQL Server Login Properties dialog for the AppMetrics Login, and re-enable the dbcreator Server Role by checking that item. It is not necessary to select the sysadmins Server Role, as it is no longer needed.

