AppMetrics for Transactions - SCOM
Management Pack Users Guide

Introduction

SCOM Overview

System Center Operations Manager enables data center operations personnel to monitor state,
performance, and health information across multiple platforms in an enterprise environment.

By importing SCOM management packs from Microsoft or other vendors, SCOM can be configured to
monitor a wide variety of configurations and aspects of an IT center’s daily operations and workloads.
AppMetrics Management Pack

The AppMetrics management pack allows data center staff to monitor the health and availability of their
COM+ applications. By configuring the available threshold settings in AppMetrics, various performance
thresholds can be monitored though SCOM, alerting staff to problems as soon as they occur.

Features
The following features are incorporated into the AppMetrics management pack:
o COMH+ application performance monitoring
e AppMetrics status monitoring
e Auto discovery of AppMetrics managers, agents, and production monitors
e Configurable discovery interval, and the ability to enable or disable various monitors and alerts
globally or individually

e Product knowledge which informs the user of the purpose of the monitor or alert, and provides

resolution info when applicable

Installation

Importing the AppMetrics Management Pack

The AppMetrics Management pack is imported into SCOM as follows:

1. Navigate to the SCOM Administration console, and select the Management Packs view.

Page 1



AppMetrics for Transactions — SCOM Management Pack Users Guide

yystem Center Operations P

Administration

i Administration
Connected Management Groups
g Device Management
Agent Managed
Eﬁ Agentless Managed
@ Management Servers
';',-? Network Devices
g Pending Management
Unix/Linux Servers
Management P
2= Notifications
i=; Channels
g Subscribers
“5| Subscriptions
¥ Product Connectors
00 Internal Connectors
ﬁ? Run As Configuration
Accounts
B, profiles

(&) Security
.. -

Discovery Wizard...

|+

April 20, 2010

Figure 1 - Management Packs View
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2. Right click on the Management Packs item, and select Import Management Packs from the

menu.
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3. The Import Management Packs dialog will now appear.

Figure 2 - Import Management Packs
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Figure 3 - Select Management Packs
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4. Select the Add button, and then select the Add from disk menu item.

Figure 4 - Add From Disk
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5. A message popup may appear asking whether to search online for dependent management
packs. It is recommended that you answer yes in order to obtain the latest MPs from Microsoft
which the AppMetrics MP depends on.

Figure 5 - Online Catalog Connection
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6. The Select Management Packs to Import dialog will appear. Navigate to the location of the
AppMetrics management pack and select it. This would normally be located under Program
Files\Xtremesoft\AppMetrics for Transactions\SCOM.

Figure 6 - Select Management Packs to Import
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7. Select Open. The Import Management Packs dialog will now list the AppMetrics management
pack in its Select Management Pack list.
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Figure 7 - Ready to Import
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8. Select Install. When the MP is imported, select Close. The Management Packs view should now
list the AppMetrics management pack. It might take several minutes for SCOM to refresh the
view before the management pack is listed.

Page 5



AppMetrics for Transactions — SCOM Management Pack Users Guide

April 20, 2010

Figure 8 - Management Pack Imported
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9. You can now navigate to the Monitoring console, and click on the AppMetrics Managers view
under AppMetrics COM+ Monitoring. Discovery may take several minutes, depending on your
environment.

Figure 9 - AppMetrics Managers Discovered

=R System Center Operations Manager 2007 R2 - Xtremesoft

Monitoring AppMetrics Managers 4 Actions

= g Monitoring \kLoak for: Find Now Clear
(58] UnieesLinuse Servers S R ]
[Cd Agentless Exception Monitoring TEE ‘@ Mainte.... | Mame | Path Version @ P;E'ngﬂlorﬁr
= EE AppMetrice COM-+ Maonitoring @ Healthy hvw2Zk-vm1 hvw2k-vm 1.corp. xtremesoft.com 4.1.0.58 ng :
o - . Start
[t22] AppMetrics Managers (@) Healthy WML W7VML. corp.xtremesoft.com 4.1.0.57 =" Maintenance
AppMetrics Production Monitors = Mode.
COM=+ Application Servers () Healthy XSDEVD1-W2KB-64 ¥SDEVO1-AN2K5-64. corp.xtremesoft. com 4,1.0.57 "
[Cd Microsoft Audit Collection Services () Healthy ¥sdevi2 ¥sdevi2. corp. xtremesoft.com 4.1.0.58 = Malwrtererte
= EE Microsoft SGL Server Mode Settings...
.gJ Active Alerts St
HH A
@Computers Maintenance
_2- Task Status Mode
=] EE Databases —_—
@ Database Free Space E Persanalize

view..

] Database State
@ Transaction Log Free Space
=] @ Health Monitoring
98] Aert Health

(@ System Center
Operations
Manager Help

4]

Show or Hide Views... % AppMetrics Manager properties of hvw2k-vm1 @5 System Center
MName hyw2k-ym1 Operatiors)
Manager Online
Path name hvw2k-vm1.corp. xtremesoft. comhvw2k-vm1 -

Manager Host Name hvw2k-vm1
Version 4.1.0.58
’ (@ Aboutthe
Health Explorer
(@ About
Maintenance
Mode

(&) Add New Views
of Monitaring

Page 6



AppMetrics for Transactions — SCOM Management Pack Users Guide

April 20, 2010

10. You can navigate to the AppMetrics Production Monitor view to verify that any AppMetrics
production monitors currently defined have been discovered.
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11. You can also navigate to the COM+ Application Servers view to verify that the AppMetrics
agents have been discovered.
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Windows Event log notifications enabled.

In order to enable COM+ monitoring for SCOM, the production monitor’s Notification setting must have

Ensure that the AppMetrics production monitor is stopped, and navigate to the Notification

view.

Figure 12 - AppMetrics Alert Notification Configuration
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2. Click on the Add button. The Add Delivery Mechanism dialog box will appear.
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Figure 13 - Add Delivery Mechanism
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Select the Windows Event Log item from the Select delivery mechanism combo box, and then
select OK. The Notification Configuration view will now list Windows Event Log under the

Delivery Mechanism column.
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Figure 14 - Notification Delivery Mechanism Added
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In order to enable threshold alerts, the thresholds must be configured for the desired COM+

applications, components, and transactions. The procedure is described in Chapter 3:
AppMetrics Monitors within the AppMetrics documentation. The documentation can be
accessed online by clicking the above link, or via the Documentation view in the AppMetrics

console.
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Management Pack Options

AppMetrics management pack objects, rules, and monitors can be disabled or enabled using SCOM
overrides in the event of system maintenance or downtime on computers in the operation, and it is
desired to eliminate alerts or state changes due to AppMetrics notifications.

The discovery interval that the AppMetrics management pack uses can also be modified in order to
temporarily shorten the interval from the default of 4 hours to a smaller interval when it is necessary to
discover new AppMetrics objects quickly.

Additionally, the timer reset interval used to automatically resolve the state of COM+ Application Health
Monitors can be overridden to increase or decrease the amount of time it will take for the monitor to
automatically reset to a healthy state.

The properties which can be overridden are as follows;

e Enable/Disable

AppMetrics Manager Discovery

AppMetrics Production Monitor Discovery
AppMetrics Agent Discovery

AppMetrics Manager Connectivity Monitors
AppMetrics Manager Service Monitor
AppMetrics Manager Security Events Monitor
AppMetrics COM+ Application Health Monitor
AppMetrics Production Monitor State Monitor
AppMetrics Manager Availability Rollup Monitor
AppMetrics Manager Security Rollup Monitor

0O 0O O O O 0O 0O 0o O ©o

AppMetrics Agent Health Monitor
o AppMetrics Agent Service Monitor
e Time Interval
o AppMetrics Discovery Interval
o AppMetrics COM+ Application Health Monitor Timer Reset Interval

The properties may be overridden for all objects of a particular type, or for individual objects.
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Overriding the Default Discovery Interval

The AppMetrics discovery interval can be overridden to allow for quicker discovery of AppMetrics
manager, agent, and production monitors. The value should be reset once the objects are discovered, as
Microsoft recommends a 4 hour discovery interval for discovery, as shorter intervals may impact
performance.

To override the discovery interval for an AppMetrics object, navigate to the SCOM Authoring console,
Object Discoveries view. Select the object desired, such as AppMetrics Production Monitors.

Figure 15 - Object Discoveries View
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Click the Overrides menu, select Override the Object Discovery, and either For all objects of class

Windows Computers (if it is desired to affect the discovery interval of all computers), or For a specific
object of class Windows Computer (if it is desired to change the interval on only one machine, such as
an AppMetrics manager machine where the production monitors are hosted in order to discover new

production monitors or to delete ones from SCOM that have been removed).
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Figure 16 - Discovery Override Select
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() Management Pack Templates .
. Look for: Find Now Clear X i
Distributed Applications ‘}' I é? Properties
“ Groups MName Target Management Pack - Enable
B % 5”:?:!1;&2 Pack Objects L‘;{g AppMetrics Discovery Windows Computer AppMetrics Management Pack ‘% Overrides »
i ibutes e —
) Manitors = Discovered Type: AppMetrics Manager (1) X Delete
iect Di -
f}i gﬁ]emde:m"EﬂES L‘é& AppMetrics Discovery Windows Computer AppMetrics Management Pack o
| = Discovered Type: AppMetrics Production Monitors (1)
Y Rules - @) System Center
2 Service Level Tracking Windows Computer AppMetrics Management Pack Operations Manager
=| Tasks = ) Help
Views

% System Center
QOperations Manager
Online

} R2 Computer Group Windows Server 2008R2 ...  Windows Server 2008 Operating System ...

Disable the - Windows Server 2003 Operating System

2]

E;la Populate Al vwinaows server 2uug Core Computer Group Windows Serve

nﬂq Populate Al Windows Servers Computer Group Windows Serve

Add Monitoring Wizard...

-
New Distributed Application... fly AppMetrics Discovery Object Discovery Description: I—
New Group...
Management Pack: AppMetrics Management Pack Discovers instances of AppMetrics
manager and agent computers, discovers
Target: windows Computer production monitors defined on the
AppMetrics manager computers, and
Knowledge: Wiew knowledge collects the name and location of

associated production agents
Created: 4f8/2010 1:45:46 PM

Scope categories. relationships. and their atiributes:
isplay Mame (Siring)
ersion (String)

In this example the For a specific object of class Windows Computer selection was made. The following
dialog box will appear where the specific computer can be selected.

Figure 17 - Select Discovery Object

Select Object
Enter your search text below. This searches both display name and path.
Text string:

|
Matching objects:

| Display Name [ Path
El'ﬁ' bruno2003 comp xtremesoft com
El'ﬁ' hvw2k-vm 1 comp xdremesoft com
Eﬁ wkIvm1.comp xremesoft.com
E'ﬁ' W2KEVM1 com xtremesoft. com

[ ¥SDEV01-W2KE-54 comp stremesoft....
El'ﬁ' xsdev02 corp xremesoft. com

1| | 2|
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Once the selection is made, the Override Properties view will appear, as shown below.

Override Properties

Figure 18 - Discovery Override Properties

Cibject Discovery name: AppMetrics Discovery
Category: Discovery
Civerrides target: Cbject: WHM1 . corptremesoft.com

Civerride-controlled parameters:

Show Object Discovery Properties. .

Cwemide | Parameter Mame £ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status

- Discovery Interval Inteqer 14400 14400 14400 [Mo change]
3 Enabled Boolean True True True [Mo change]
< | i

Details:
Enabled Description Edit...
The parameter is not set by & custom ovemde or by a
management pack. The effective value of this parameter
iz the default value of this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew.
ok | ey | Concel |

Help |
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Check the Override checkbox, and enter the desired discovery interval in seconds. Here we are
overriding the default interval of 4 hours (14400 seconds) to 5 minutes (300 seconds).

Figure 19 - Override Default Discovery Interval Value

Override Properties
Cibject Discovery name: AppMetrics Discovery
Categaory: Discovery
Civerrides target: Object: WHVM1 . corpxtremesoft.com
Owverride-controlled parameters: show Object Discovery Froperties...
COwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
3 ' Discovery Interval Integer 14400 anal :’ 14400 [Added]
- Enabled Boolean True True True [Mo change]
+| | i
Details:
Discovery Interval Description Edit
The new custom ovemide will be created in the "Default Parameter Description:
Management Pack' Click apply to view the new Mumber of seconds between each Application Monitor discovery
effective value for this parameter.

Management pack

Select destination management pack:

IDefauIt Management Pack

Help |
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Select the Apply button to verify that the Effective Value changes from 14400 to 300. You can then

select OK to dismiss the view.

Figure 20 - Discovery Interval Updated
Override Properties E
Object Discovery name: AppMetrics Discovery
Categaory: Discovery
Overrides target: Object: WHVM1.corp xtremesoft. com
Civerride-controlled parameters: Show Object Discovery Properties...
Crwvemide | Parameter Mame / | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
I Discovery Interval Integer 14400 300 300 [Mo change]
3 Enabled Boolean True True True [Mo change]
1| | i
Details:
Enabled Description Edit
The parameter is not set by a custom ovemde or by a
management pack. The effective value of this parameter
is the default value of this parameter.
Management pack
Select destination management pack:
IDefault Management Pack j [ew.
ok | ey |[ canca |

Help |
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You can find a list of overridden computers by selecting the Overrides->Summary->For the Object

Discovery menu item.

File Edit

E |4 Authoring
() Management Pack Templates
% Distributed Applications
& Groups
= m Management Pack Objects
i=| Attributes
) Monitors
f;g Object Discoveries

B> Overrides

5 Rules

=7 Service Level Tracking
% Tasks

Views

Add Monitoring Wizard...
New Distributed Application...
New Group..

Figure 21 - Select Discovery Override Summary

@ W Overrides

Object Discoveries (%)

Actions

Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope... x | O 0
%kafur: I Find Now Clear X [ Properties
Name Target Management Pack - Enable

f:g AppMetrics Discovery Windows Computer AppMetrics Management Pack J % Overrides »
= Discovered Type: AppMetrics Manager (1) x Delete

L‘:g AppMetrics Discovery
= Discovered Type: AppMetrics Production Monitors (1)

Windows Computer

L‘:g Populate Al Windows Ser
f}g Populate Al Windows Ser
l':_'LE Populate All Windows Ser erride the

Summary

f}g Populate Al Windows Server 2008 Core Computer Group
ﬂe, Populate All Windows Servers Computer Group

f:_g AppMetrics Discovery

Management Pack: AppMetrics Management Pack

Target: Windows Computer

Knowledge: View knowledge

Created: 4f8/2010 1:45:46 PM

Scope categories, and their
Display Mame {String)
Version (String)

Windows Server 2008 Cor...

Windows Server Computer. ..

AppMetrics Management Pack

‘AppMetrics Management Pack

idows Server 2008 Operating System

Object Discovery Description:

Discovers instances of AppMetrics
manager and agent computers, discovers
production monitors defined on the
AppMetrics manager computers, and
collects the name and location of
assodated production agents

windows Server 2008 Operating System ...
idows Server 2003 Operating System

@) System Center
Operations Manager
Help

&Y System Center
Operations Manager
Online
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Figure 22 - Overrides Summary

Overrides Summary E

Discovery: AppMetrics Discovery
Civerrides that affect this discovery: 7 Edit ¢ Delete

Class Mame Parameter Changed value

WM comp xdremesoft. com  Discovery Interval 300

Help | Cloze |

4

From the Overrides Summary view, a user may select Edit to bring up the Override Properties view in
order to change the values, or Delete to delete the selected override.

It is recommended that the override be deleted once the desired objects have been discovered.
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Disabling and Enabling Monitors

It may be desired to disable monitors for systems undergoing maintenance in order to avoid generating
alerts for those machines. To disable a certain monitor, such as the AppMetrics Manager Service
Monitor, the monitor can be disabled or enabled from either the Authoring console Monitors view, or
from a Monitoring console Health Explorer view for a specific monitor object.

In the example below, a specific AppMetrics Manager object was selected from the AppMetrics
Manager View, and the Health Explorer opened for that object. We will look at how to disable the
AppMetrics Manager Service monitor for the specific AppMetrics Manager computer.

Figure 23 - AppMetrics Manager Health Explorer

'E Health Explorer for W7VM1 |_ 3] x|
: @ Reset Health '-'J: Recaloulate Health [ Properties (%) Help

Health monitors for WTVMT Knowledge | State Change Events (4) |
E||¢_(_) Entity Health - W7VM1 {Entity) B
EQ_/_) ﬁ\.railability-W?VM‘l (Erttity) Summary

Lo () AppMetrics Manager Connectivity - W7VM1 (App
; 2] AopMetrics Manager Service - W7VM1 (AppMet

This monitor tracks the state of the AppMetrics service

() Configuration - WTVM1 (Ertity) Configuration
(_) Performance - W7VM1 {Entity) N/A

() Security - W7VM1 (Entity)
Causes

If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager machineg, or the
service could not start.

Resolutions b

If the AppMetrics console has not yet been started, start the conscle and
check the state of the service by viewing the services console.

If the =ervice still doesnt start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors

4 I I _'I present. ﬂ
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Select the Overrides->Disable the Monitor->For the object {object name} menu item. Here the object
name is W7VM1.

Figure 24 - Disable Monitor from Health Explorer

@]

Override the Monitor : - r -

For & sp ject of class: AppMetrics Manager te of the AppMetrics service
For all objects of another dass...

NS&

Causes

Summary

If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager machine, or the
service could not start.

Resolutions

If the AppMetrics console has not yet been started, start the console and
check the state of the service by viewing the services consale.

If the service still doesn't start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors

P | | _'I present. ﬂ

The monitor will change to a disabled state. The disabled state shows an empty green circle instead of a
green circle with a check mark. It may take several minutes for the SCOM Health Explorer view to
update to a disabled state.
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Figure 25 - AppMetrics Manger Service Monitor Disabled

ealth Explorer for W7VM1
Y] o) E & rroperties (2 Help
I
Health menitors for W7VM1 Knowledge | State Change Events (5) |
E@ Entity Health - W7VM1 (Entity) |~
E@ Availabilty - WTVMT (Entty) Summary
. ~{¥) AppMetrics Manager Connectivity - W7VM1 (App ] ) . .
—— n This monitor tracks the state of the AppMetrics service
() Configuration - WTVM1 (Entity) Configuration
() Performance - W7VM1 (Entity) e
(+) Security - W7VM1 (Entity)
Causes
If the state is unhealthy, the AppMetrics service is not running. This could
be due to AppMetrics not yet running on the manager maching, or the
service could not start.
Resolutions b
If the AppMetrics console has not vet been started, start the consaole and
check the state of the service by wiewing the services console.
If the service still doesnt start, examine the system event log on the
AppMetrics manager computer and see if there are any events indicating
an error condition for the AppMetrics service. Remedy any errors
4 | | _'I present. ﬂ

In order to enable the monitor, select Overrides->Override the Monitor->For the object {object name},

where here the object name is W7VM1.

Figure 26 - Enabling a Disabled Monitor

E ﬂ"F'n:.perﬁes @ Help

Disable the Monitor Knowledge | State Change Everts (11) I
Override the Monitor =]
ts of dass: AppMetrics Manager

For a group... nonitor for all other monitors running against
of class: AppMetrics Manager inknown, either monitoring has not begun for
i monitors defined.

For all objects of another dass...

Lo [TET=

An unhealthy state for this monitor indicates some problem with another
monitor running against this object. View all current alerts from this

object using this link:

Summary

View Alerts

Resolutions

Use the health explorer to drill down and find the cause of the unhealthy
state. Use the knowledge on the specific monitor causing the issue to
troubleshoot and fix the problem.
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The Override Properties view will appear. Uncheck the Enabled Override check box. Then either hit
Apply to verify the Effective Value for the Enabled property changes to True, or simply select OK.

Figure 27 - Override Properties Enable Monitor

Override Properties E
Maonitor name: AppMetrics Manager Service
Categaory: HAosailability Health
Overrides target: Object: WvM1

Override-controlled parameters: Show Monitor Properties...

Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The manitoris... | The monitoris... | [Mo change]
- Alert anly if service ... | String false [Mo change]
O Alert Priorty Enumeration Medium Medium Medium [Mo change]
- Alert severty Enumeration Waming Waming Waming [Mo change]
- Auto-Resolve Alert Boolean True True True [Mo change]
}— Enabled Boolean True False False [Mo change]
D O Generates Alert Boolean True True True [Mo change]
1| | i
Details:
Enabled Description Edit...

The custom ovemide for this parameter is defined in
"Default Management Pack”

The effective value is set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/14/2010 8:03:32 AM

Management pack

Select destination management pack:

IDefault Management Pack j [ew... |
Help | ok | ey | canca |
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Below is the Object Properties view after selecting Apply, where the Enabled Effective Value has
changed to True.

Figure 28 - Object Properties Monitor Enabled

Override Properties E

Maonitor name: AppMetrics Manager Service

Categaory: HAosailability Health
Overrides target: Object: WvM1
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The manitoris... | The monitoris... | [Mo change]
- Alert anly if service ... | String false [Mo change]
O Alert Priorty Enumeration Medium Medium Medium [Mo change]
- Alert severty Enumeration Waming Waming Waming [Mo change]
- Auto-Resolve Alert Boolean True True True [Mo change]
3 Enabled Boolean True True False [Deleted]
O Generates Alert Boolean True True True [Mo change]
1| | i
Details:
Enabled Description Edit...
You are deleting the custom ovemide defined in "Default
Management Pack’. Click apply to view the new
effective value for this parameter.
The effective value iz set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/14./2010 8:07:53 AM

Management pack

Select destination management pack:

IDefault Management Pack

Help |
-
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In the below example we will show how to disable a monitor for all computers using the SCOM
Authoring console Monitor view.

Here, the AppMetrics Manager Connectivity monitor was selected, and the item right clicked in order to
bring up the Overrides menu. The monitor can be disabled by either selecting Disable the Monitor or
from the Override the Monitor selection. To disable the monitor for all computers, select For all objects
of class AppMetrics Manager. To disable the monitor for a specific computer, select For a specific
object of class AppMetrics Manger.

Figure 29 - Authoring Console Monitors View

Fle Edit vie Go  Acti Tools  Help
_ . 5ea @ @ Create a Monitor - ", Overrides
Authoring Monitors Actions
B | & Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope.. X || Menitor -
() Management Pack Templates
b Look for: Find Now Clear X
Distributed Applications =5 I () Create a Monitor »
= Groups Target Type Inherited From Management Pack | 5 Properties
= % Management Pack Objects
=] Agent Disable
5] Attributes =
) Monitors Appletrics Agent T W overrides»
Ldy Object Discoveries 2 A i
ppMetrics Manager alate
B Overrides —— - - X Delete
i Rules = 5 Entity Health Aggregate Rollup Entity Health Library Y
=/ Service Level Tracking B 155 Availability Aggregate Rollup Entity Health Library
=| Tasks - . o o . @ System Center
Views ™ Windows Event Reset  (Notinherited) AppMetrics Managem Operations Manager
Hel
Basic Service Monitor  (Not inherited) AppMetrics Managem &P
2O % System Center
B 55 co Aggregate Rollup Entity Health Library Operations Manager
2 Entity Health Library Onling

ip
i

3 —
B se Ov or ss: AppMetrics Manager

AppMetric About Monitors

i e AppMetrics Manager ) About Manitars

| How to Create a Unit
Manitar

=¥ @ Howto Create a
Dependency Rollup

Add Monitoring Wizard...
New Distributed Application...

ﬁ"' Properties
U AppMetrics Manager Connectivity Description:

MNew Group...

Monitor
_____ Management Pack: ~ AppMetrics Management Pack Monitors Manager to Agent connectivity events @ How to Create an
’ A te Roll
Target: AppMetrics Manager Mgoigsogra erelup

Inherited from: {Not inherited)
Knowledge: View knowledge
Monitor Type: ‘Windows Event Reset

Generates Alerts: The monitoris in a critical health state

() Healthy

To enable the monitor, select the Override the Monitor item and remove the override on the Enable
property.
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Disabling and Enabling Alerts

From time to time it may be desired to disable certain alerts for machines undergoing maintenance, or
for specific COM+ production monitors when it is known that a certain machine has higher than typical
load and is generating excessive threshold exceeded alerts.

To disable alerts, navigate to the Authoring console Rules view, choose an AppMetrics rule, then select
the Overrides menu item, then select either Disable the Rule or Override the Rule, and either select For
all objects of class or For a specific object of class. Here we have selected the COM+ Application
Threshold Exceeded Detection rule.

Figure 30 — Rules Override

File Edit View Go Actions Tools Help

E_.._:-Ear-:h - ; @ i[‘Et:reateaF!ule %, Overrides =

Authoring Rules (2579) Actions
El |4 Authoring Management pack objects are now scoped to: Computer, Windows Computer, Windows Client, Windows Oper... Change Scope.. » || Rule e
"-‘y Management Pack Templates
Look for: Find Now Clear X
i&’ Distributed Applications \k I Jﬁj Create a Rule
9 Groups Name Inherited from Management Pack = F Properties
= i% Eﬂ:ﬁ:EEESPad Objects Type: Agent (153) Disable
() Monitors = Type: AppMetrics Production Monitors (3) % Overrides »
Lly Object Discoveries JE COM+ Application Thresheld Eemdlodd noio AppMetrics Production Mo...  AppMetrics Management Pack X Delete
B Overrid s
s E COM+ Application Crash AppMetrics Production Mo...  AppMetrics Management Pack
1 Rules - Resources -
= Service Level Tracking JE Hung COM+ Application [ ] AppMetrics Production Mo...  AppMetrics Management Pack
=| Tasks - E @) System Center
é V'IZWS = Type: Collection Server “ @ QOperations Manager
JE Collect OpsMar DB Write [F5% System Center Core Monitoring
15 Collect GpsMgr DB Write
E W5Man: Version Errar
E AEM: Invalid System Errc| Management Server i i
JE Collect Health Service Al Management Server Fardl Fas
. E @ AEM: Permissions Error Management Server System Lenter Lore Monitorng = i @ about Rules
(@ About Enabling and
Add Monitoring Wizard... Disabling Rules
New: Distributed Application... [y coM+ Application Threshold Exceeded Detection Rule Description:
MNew Group...
Management Pack:  AppMetrics Management Pack A COM+ application has exceeded a configured threshold
Target: AppMetrics Production Monitors
Knowledge: Wiew knowledge
Created: 4f8/2010 1:45:46 PM

If Disable the Rule was selected, nothing further needs to be done, where if Override the Rule was
selected, the Override checkbox of the Enabled property would need to be checked, and the Override

Value set to False.
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Figure 31 - Rules Override Properties

COM+ Application Threshold BExceeded Detection

Rule name:
Category: Loailability Health
Civerrides target: Class: AppMetrics Production Monitors
Crverride-controlled parameters: Show Rule Properties...
Cwvermide | Parameter Mame | Parameter Type Default Value | Overide Value | Effective Value | Change Status
3 Enabled Boolean True True True [Mo change]
- Priority Inteqer 1 1 1 [Mo change]
- Severity Integer 1 1 1 [Mo change]
+| | i
Details:
Enabled Description Edit. ..
The parameter is not set by a custom ovemride or by a
management pack. The effective value of this parameter
is the default value of this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew... |
ok | ey | Cancel |

Help |

A

To enable the rule, Override the rule would need to be selected, and the Override checkbox unchecked

on the Enabled property.
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Overriding the Default COM+ Application Health Monitor Timer Reset Interval

The AppMetrics COM+ Application Health Monitor uses a timer reset interval to specify how long the
monitor should stay in an unhealthy state when an AppMetrics COM+ Application alert is detected. The
default interval is 3 days, but can be modified to expire sooner or later than the default value.

The timer reset only affects the state of the monitor, and will not auto resolve the actual COM+ alert
since the alert is triggered by a SCOM rule rather than by the associated monitor. This is for added
granularity in the SCOM alert, and to provide detailed product knowledge pertaining to each specific
alert type.

To modify the timer reset interval, you will need to navigate to either a COM+ Application Health
Monitor Health Explorer view (to modify a specific monitor object), or to the Authoring Console
Monitors view (to modify all COM+ Application Health Monitors).

In the following example, we’ll navigate to the Override Properties view from the Authoring Console
Monitor view, and selecting Overrides->Override the Monitor->For all objects of class: AppMetrics
Production Monitors.

Figure 32 - Authoring Console Monitors View

ﬂ.’e @ " Create a Monitor ~ i: Owerrides =

Monitors
= | & Authoring Management pack abjects are now scopedto: Computer, Windows Computer, Windows Cli... Change Scope... b
() Management Pack Templates 2 X
Distributed Applications %Lookfor. I Find Now Clear X () Create a Manitor »
5 Groups Target Type | Inherited From | - 5 Properties
B % M_anagament Pack Objects = AppMetrics Production Monitors Disahle
(5] atributes - :
() Monitors = [ Entity Health Aggregate Rollup Entity He % Overrides »
iy gsj::‘l‘:d::m\@”es = 19 Availability Agaregate Rollup Entity H R X pelete
15 Rules () AppMetrics COM+ AppiG! ._ - Xtremesoft Custom ... (Notinherited) Al
= Service Level Tracking () AppMetrics Praduction M ettt Mmed Script Twa St... (Mot inherited) A i
=| Tasks p @) System Center
Views ‘)3 AppMetrics Manager Avafl Dependency Rollup (Mot inherited) bl Operations Manager
! 3
Add Monitoring Wizard... M ®.  Overrides Disable the Monitor 3
New Distributed Application... Overrides Summary Override the Monitor ~ » ie
Mew Group... () AppMetrics COM+ Applicati
AppMetrics Prog

AppMetricsl = GG

Management Pack:
: For all obj
Target: AppMetrics[ iR

(Not inherited)

(=) AboutMonitors

(@ Howto Create a
Unit Monitar

(@ Howto Create a
Dependency Rollup
Monitor

Inherited from:

Knowledge: View knowledge

Maonitor Type: ¥tremesoft Custom Timer Reset Monitor

Generates Alerts: No

How to Create an il

Page 27



AppMetrics for Transactions — SCOM Management Pack Users Guide

April 20, 2010

Figure 33- Timer Reset Interval Override Properties

Override Properties E2

Manitor name: AppMetrics COM+ Application Health Monitor

Category: BLosailability Health
Civerrides target: Class: AppMetrics Production Monitors
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitar ... | The monitoris... | The monitoris... |[Mo change]
O AMert Priorty Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
- Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
O Generates Alert Boolean Falze Falze False [Mo change]
Ol = EErE Integer 259200 259200 259200 [No change]
| | i3
Details:
Timer Interval Description Edit
The parameter is not set by a custom ovemde or by a Parameter Description:
management pack. The effective value of this parameter Timer Reset Interval in Seconds
is the default value of this parameter.
Management pack
Select destination management pack:
IDefauIt Management Pack j Mew.
Help | ok | ey | cancal |

Check the Timer Interval check box, and change the Override Value to the desired value. In the
following example the value has been changed to 12 hours (43200 seconds).
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Figure 34 - Timer Reset Interval New Value Entered

Override Properties E3

AppMetrics COM+ Application Health Monitor

Category: Loailability Health
Civerrides target: Class: AppMetrics Production Monitors
Civerride-controlled parameters: Show Menitor Properties...
Cwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitor ... | The monitoris... | The montoris... |[Mo change]
- Alert Priority Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
O Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
- Generates Alert Boolean False Falze Falze [Mo change]
3 v Timer Interval Integer 255200 43200 ﬁ 255200 [Added]
4| | 2
Deetails:
Timer Interval Description Edit..

The new custom ovemide will be created in the "‘Default
Management Pack' Click apply to view the new
effective value for this parameter.

Parameter Description:
Timer Reset Interval in Seconds

Management pack

Select destination management pack:

IDefauIt Management Pack

Help |

OK

| Apply |

j Mew...

Select Apply to verify your changes. The Effective Value should change to the Override Value. You can

then select OK to dismiss the view.
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Figure 35 - Timer Reset Interval Overridden

Override Properties E3

Manitor name: AppMetrics COM+ Application Health Monitor
Category: Losailability Health
Civerrides target: Class: AppMetrics Production Monitors

Civerride-controlled parameters: Show Monitor Properties .

COwermide | Parameter Name ¢ | Parameter Type Default Value | Ovemide Value | Effective Value | Change Status
- Alert On State Enumeration The monitor ... | The monitoris... | The montoris... |[Mo change]
- Alert Priority Enumeration Low Low Low [Mo change]
- Alert severty Enumeration Critical Critical Critical [Mo change]
O Auto-Resolve Alert Boolean Falze Falze False [Mo change]
- Enabled Boolean True True True [Mo change]
- Generates Alert Boolean False Falze Falze [Mo change]
}_n Tmex kdevad Integer 259200 43200 43200 [No change]
4| | 2
Details:
Timer Interval Description Edit...
The custom ovemide for this parameter is defined in Parameter Description:
"Default Management Pack”. Timer Reset Interval in Seconds
The effective value is set:
- as a prefemed value
- on the cument target
- by the custom ovemide in "Default Management Pack’
- last modffied at: 4/19/2010 7:03:11 PM

Management pack

Select destination management pack:
IDefauIt Management Pack j [ew...

Help | ok | ey | Concel |
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Management Pack Views

The AppMetrics management pack incorporates 3 main views to present health, status, and
performance data.

AppMetrics Managers View

The AppMetrics Managers view will list all of the discovered Windows computers which have the
AppMetrics manager installed, along with the version number of AppMetrics which is installed on that

machine.

Figure 36 - AppMetrics Managers View

= System Center Operations Manager 2007 R2 - Xtremesoft

Fi Edit Vi Help
I

Monitoring

AppMetrics Managers Actions

= Q Monitoring %Lookfor: I Find Now Clear ¥ || State Actions & =]
g Active Alerts = = = .
i-| Discavered Inventory State |@ Mainte... | Name 4 | Path Version ) Ha(?lls':erfgr
Distributed Applications () Healthy hvw2k-vm1 hvw2k-vm L. corp. xtremesoft.com 4.1.0.58 hvw2k-vm1
2 Eﬁzi:_‘:ssmm () Healthy WavM1 W7VM L corp. xtremesaft.com 41057 || start
- Maintenance
Windows Computers @ Healthy XSDEVD1-W2K8-64 XSDEV01-W2K3-64. corp.xtremesoft.com 4.1.0.57 Mode..
[§ Agentless Exception Monitoring () Healthy xsdevi2 xsdev02.corp.xtremesoft.com 4.1.0.58 Edit
) } & Edi
B g AppMetrics COM-+ Montoring Maintenance
£] AppMetics Managers Mode
AppMetrics Production Monitars Settings...
\E] COM+ Application Servers ' Stop
3 Microsoft Audit Collection Services " Maintenance
Bl [ Microsoft SQL Server Mode
%l idive:\leﬂs [ Persanalize
gl Detail View
Show or Hide Views
ew Miew b © AppMetrics Manager properties of hvw2k-vm1 (@ System Center
......... Name hvw Zk-ym1 Operations I
Path name hww2k-vm1.corp. xtremesoft. com|hvw2k-vm1 Blanaqehic
Manager Host Mame hyw2Zk-vm1 % g}'StET_ Center
I perations
Version 4.1.0.58 Manager
Online
Help -
(@ About the

Health
Explorer

The state of the AppMetrics manager is reflected in the State column, and will indicate whether or not
there are problems with connectivity or security in connecting to the associated agent machines, and
whether or not the AppMetrics service is running on the computer.

The monitors will indicate an unhealthy state under the following conditions:

e The AppMetrics service is not running

e There are RPC issues blocking communications to an AppMetrics agent
e The manager has lost connectivity to an AppMetrics agent

e There are security issues blocking communications with the agent

e The computer hosting the AppMetrics manager has other issues
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The Health Explorer for the view can be selected by double clicking on the manager state item, or by
right clicking the row and selecting Health Explorer from the menu.

AppMetrics Production Monitors

The AppMetrics Production Monitors view lists the production monitor name, the name of the hosting
manager, the name of the agent, the name of the application server hosting the monitored applications,

and the monitor description.
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|»

= system Center Operations Manager 2007 R2 - Xtremesoft

Figure 37 - AppMetrics Production Monitors View
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The AppMetrics Production Monitors view reflects the presence of COM+ application alerts in the
monitor State column. In addition, the state of the AppMetrics production monitors themselves (as well
as the state of the hosting AppMetrics manager) will be reflected by the State column.

The monitors will indicate an unhealthy state under the following conditions:

e There is a COM+ application alert for that monitor

e The production monitor is not running
e The AppMetrics service is not running for the manager hosting the production monitor

e The hosting AppMetrics manager has connectivity or security problems

The Health Explorer for the view can be selected by double clicking on the production monitor state

item, or by right clicking the row and selecting Health Explorer from the menu.
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Servers

The COM+ Application Servers view will list the name of the application servers being monitored by
AppMetrics agents, and the version number of AppMetrics installed on that computer.
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Figure 38 - COM+ Application Servers View
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The state of the Application Servers is reflected in the State column, and indicates the health and status

of the AppMetrics agents running on that computer.

The monitors will indicate an unhealthy state under the following conditions:

e The AppMetrics service is not running
e The AppMetrics agent has terminated abnormally

Page 33




AppMetrics for Transactions — SCOM Management Pack Users Guide

April 20, 2010

Health Explorer Views

The SCOM Health Explorer provides a hierarchical view of the various health and status monitors which
reflect the state of each object listed in the 3 main AppMetrics views.

By clicking on the individual monitors, details concerning the state of the monitor and associated
knowledge concerning that monitor can be viewed.

AppMetrics Managers

The Health Explorer for items listed in the AppMetrics Managers view can be selected by double clicking
on the manager state item, or by right clicking the row and selecting Health Explorer from the menu.

Manager Connectivity Monitor

The Manager Connectivity monitor reflects whether or not the manager can connect to its associated
agents, and whether or not a connection to an agent has been lost. It will reset from an unhealthy state
to a healthy state once communication is reestablished in the case of a lost connection, or when the
manager machine is rebooted.

Figure 39 — Manager Connectivity Monitor Knowledge View

Health monitors for W7VMT || State Chiange Events (1) |
() Enttty Heath - W7VM1 (Entity) |

E@ {\\.railabil'rty—‘.l‘u'?\fM‘l (Entity) - . Summary
AppMetrics Manager Connectivity - W7VM1 {AppMetrics Manager) . . . .
AppMetrics Manager Service - W7VM1 (AppMetrics Manager) This monitor will check for connectivity issues between

O Configuration - W7VM1 (Entity) AppMetrics monitors and their associated AppMetrics agents

Q Performance - W7VM1 (Entity) Configuration
= @ Security - WAVM1 (Entity) NfA

@ AppMetrics Manager Security Events - W7VM1 {AppMetrics Manac
Causes

An unhealthy state indicates that network issues may be
blocking communications, or the agent machine may be down
Resolutions

Please check the network connectivity between the machines,
and ensure that the agent machine is running and that the
AppMetrics service is started

Additional Information

This could also indicate that the agent is hung or not running.
Ensure that the agent is running correctly. J
-

1| | &

Ready

The Health Explorer view shown above illustrates the Knowledge view of the Manager Connectivity
Monitor. The Knowledge view provides detailed information concerning the monitor, and gives causes
and resolutions for unhealthy states.
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The State Change Events view, shown below, indicates dates and times the state of the monitor
changed, and provides Windows Event Log information concerning the event which caused the state

change.

Figure 40 — Manager Connectivity Monitor State Change Events View

=] e
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State: Success

Context: The menitor has been initizlized for the first ime or it has

exited maintenance mods
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Manager Service Monitor
The Manager Service Monitor reflects the state of the AppMetrics service on the computer hosting the

AppMetrics manager. It will automatically reset from an unhealthy state to a healthy state once the

AppMetrics service is started.

Figure 41 - Manager Service Monitor Knowledge View
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Summary

This monitor tracks the state of the AppMetrics service

Configuration
/A

Causes

If the state is unhealthy, the AppMetrics service is not running.
This could be due to AppMetrics not yet running on the manager
machine, or the service could not start.

Resolutions

If the AppMetrics console has not yet been started, start the
console and check the state of the service by viewing the services
consale.

If the service still doesn't start, examine the system event log on
the AppMetrics manager computer and see if there are any events
indicating an error condition for the AppMetrics service. Remedy
any errors present.

‘erify that the service run as account has a valid ID and
password.

Attempt to manually start the AppMetrics service from the services
console.

If the service still will not start, please contact AppMetrics support
at supportlist@xtremesoft.com

I

Ready

The Health Explorer view shown above illustrates the Knowledge view of the Manager Service Monitor.

The Knowledge view provides detailed information concerning the monitor, and gives causes and

resolutions for unhealthy states
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The State Change Events view, indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Various properties related to the AppMetrics service are also displayed in the Details section.

Figure 42 — Manager Service Monitor State Change Events View
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BinaryPathName C:\Windows\SysWOWe4\AppMetrx\ServerSvc. exe
LoadOrderGroup
Dependencies RPCSS
ServiceStarthlame CORPYTestAppMetricsSVC
DisplayMame AppMetrics |
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Manager Security Events Monitor

The Manager Security Monitor reflects the state of the AppMetrics security settings on the computer
hosting the AppMetrics manager and associated AppMetrics machine. It will need to be reset manually
from an unhealthy state to a healthy state once the issue is resolved, or will automatically reset once the

manager machine is rebooted.

Figure 43 — Manager Security Events Monitor Knowledge View

Health Explorer for W7VM1

=] E3

Health menitors for W7TVM1

E@ Entity Health - W7VM1 (Entity)
() Availabilty - W7VM1 (Entity)
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Knowledge |State Change Events (1)|

Summary

This monitor tracks whether security settings are blocking
communications between the AppMetrics manager machine and
the AppMetrice agent machine

Configuration

Security

Causes

An unhealthy state indicates invalid or missing AppMetrics account
=zettings between the two machines

Resolutions

Enzure that the AppMetrics service on both machines is using the
=ame account ID and password, and that the account is a domain
account

Additional Information
Please refer to the AppMetrics installation guide for further info

External Knowledge Sources

MNone

The Health Explorer view shown above illustrates the Knowledge view of the Manager Security Monitor.

The Knowledge view provides detailed information concerning the monitor, and gives causes and

resolutions for unhealthy states
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The State Change Events view indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Figure 44 — Manager Security Monitor State Change Events Ciew
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AppMetrics Production Monitors

The Health Explorer for items listed in the AppMetrics Production Monitors view can be selected by
double clicking on the production monitor state item, or by right clicking the row and selecting Health
Explorer from the menu.

COM+ Application Health Monitor

The COM+ Application Health monitor reflects the health of COM+ applications monitored by the
associated AppMetrics production monitor. It will change to an unhealthy state when a monitored
application, transaction, or component threshold has been exceeded. It will also reflect whether any
monitored applications have crashed or are hung.

This monitor will need to be reset to a healthy state manually by right clicking on the monitor and
selecting Reset Health once the alert has been viewed in the Alert View. It will automatically reset after
a 3 day interval has lapsed, giving the operations center staff adequate time to view the alert and take
appropriate action.

Figure 45 - COM+ Application Health Monitor Knowledge View

Health menitors for W2K3 VM1 FMStocks Prod Monitor State Change Events (1) |
Q Entity Health - W2K3 VM1 FMStocks Prod Monitor (Entity) |
- Q Awailability - W2K3 VM1 FMStocks Prod Monitor (Entity) Summaw

Q AppMetrics COM+ Application Health Monitor - W2K3 VM1 FMStocks Prod Monitor (4pp Metri
= Q AppMetrics Manager Availability Rollup - W2K3 VM1 FMStocks Prod Manitor (AppMetrics Pro
=X Q Awailability - W7VM1 (Entity)

; L) AppMetrics Manager Connectivity - W7VM1 (AppMetrics Manager) Conﬁguration

N/A

This monitor tracks COM+ application alerts generated by
AppMetrics monitoring

H E @ AppMetrics Manager Service - W7VM1 {AppMetrics Manager)
----- Q AppMetrics Production Monitor State - W2K3 VM1 FMStocks Prod Monitor (AppMetrics Produ
----- O Configuration - W2K3 VM1 FMStocks Prod Monitor (Ertity) Causes
----- Q Performance - W2K3 VM1 FMStocks Prod Monitor (Entity)
EI@ Security - W2K3 VM1 FMStocks Prod Monitor (Ertity)
= @ AppMetrics Manager Security Rollup - W2K3 VM1 FMStocks Prod Monitor (AppMetrics Produ
E-() Security - WTVM1 (Entity)
“() MppMetrics Manager Security Events - W7WM1 {AppMetrics Manager) Resolutions
Take appropriate action to remedy situation, then manually reset
the maonitor health once the condition has been resolved

If the state is unhealthy, AppMetrics has detected a configured
threshold has been exceeded, or that the monitored application has
hung or crashed

Additional Information

0| | LI Refer to the event description and the alert view for more details j

The Health Explorer view shown above illustrates the Knowledge view of the COM+ Application Health
Monitor. The Knowledge view provides detailed information concerning the monitor, and gives causes
and resolutions for unhealthy states
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The State Change Events view indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Figure 46 - COM+ Application Health Monitor State Change View
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E-(2) Security - WIVM1 (Enty)

() AppMetrics Manager Security Events - W7VM1 (AppMetrics Manager) Date and Time: 4/8/2010 1:47:12PM
State: Success
Context: The monitor has been forced to reset state

Manager Availability Rollup Monitor

The Manager Availability Rollup monitor reflects the availability state of the hosting AppMetrics
manager. Unhealthy states rollup to the Production Monitor object, and will reset to a healthy state as
described in the documentation pertaining to the individual manager availability monitors, Manager
Connectivity and Manager Service.

Figure 47 - Manager Availability Rollup Monitor
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E-(x) Security - W7VM1 {Entity)
@ AppMetrics Manager Security Events - W7VM1 (AppMetrics Manager)

Summary

If the menitor state is unhealthy, either the AppMetrics service is not
running on the Manager computer, or AppMetrics is experiencing
connectivity problems between the Manager and one or mare
AppMetrics Agent computers

Resolutions

Drill down into the state monitors to see whether the AppMetrics
service is stopped, or if there are connectivity problems blocking
communications

Additional Information

Refer to the appropriate product knowledge depending on the cause
of the unhealthy condition
| | i
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Production Monitor State Monitor
The Production Monitor State monitor reflects whether or not the AppMetrics production monitor is

running or stopped. An unhealthy state indicates the production monitor is stopped. Once the
production monitor is started, the state will automatically be reset to healthy.

Figure 48 - Production Monitor State Monitor Knowledge View
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Summary

This monitor will periodically check the operational state of the
associated AppMetrics production monitor

Configuration

NfA

Causes

If the state is unhealthy, the AppMetrics production monitor is not
running.

Resolutions
Start the AppMetrics production monitor

Additional Information
None

External Knowledge Sources

None

Figure 49 - Production Monitor State Monitor State Change View
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Manager Security Rollup Monitor

The Manager Security Rollup monitor reflects the security state of the hosting AppMetrics manager.

Unhealthy states rollup to the Production Monitor object, and will reset to a healthy state as described
in the documentation pertaining to the individual manager security monitor, Manager Security Events.

Health monitors for W2K3 VM1 FMStocks Prod Monitor

# Health Explorer for W2K3 VM1 FMStocks Prod Monitor

Figure 50 - Manager Security Rollup Monitor
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State Change Events (1) I

Summary

This is a dependency monitor which will rollup the security state
of the AppMetrics Manager

Configuration

N/A

Causes

If this monitor is unhealthy, security settings on the AppMetrics
Manager or associated Agent computers are blocking
communications between them

Resolutions

Drill down into the Manager Security Events Monitor to view the
specific error which occurred, and take appropriate actions to
correct the problem

Additional Information

View the production knowledge in the Manager Security Events
Monitor for further information

I[=] 3
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COM+ Application Servers

The Health Explorer for items listed in the COM+ Application Servers view can be selected by double
clicking on the production monitor state item, or by right clicking the row and selecting Health Explorer
from the menu.

Agent Health Monitor

The Agent Health monitor reflects the health of the AppMetrics agent running on the listed computer. It
will change to an unhealthy state if the AppMetrics agent terminates abnormally. It will reset to a
healthy state when the agent is restarted.

Figure 51 - Agent Health Monitor Knowledge View
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Causes

The AppMetrics agent experienced a fatal error

Resolutions

Examine the event log for any related errors. Flease
contact Xtremesoft support at
supportlist@wtremesoft.com if the problem persists

Additional Information

Mane

External Knowledge Sources

Mane

The Health Explorer view shown above illustrates the Knowledge view of the Agent Health Monitor. The
Knowledge view provides detailed information concerning the monitor, and gives causes and resolutions
for unhealthy states
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The State Change Events view, indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Figure 52 - Agent Health Monitor State Change View

. Health Explorer for W2K3VM1 [_ (O] x|

Knowledge State Change Events (1) I

Health moniters for W2K3VM1
E‘uf) Entity Health - W2K3VM1 (Entity) Time N | From | To | Operational State
(e E L el Sl (S, /242010 1:47 PM Healthy

20

() AppMetrics Agent Health - W2K3VM1 (AppMetrics Agent)
@ AppMetrics Agent Service - W2K3VM1 (App Metrics Agent)
() Configuration - W2K3VM1 (Entity)

-{_) Performance - W2K3VM1 (Entity)

O Security - W2K3IVM1 (Entity) Details
E
Context:
Date and 4/8/2010 1:47:08 PM
Time:
State: Success
Context: The monitor has been initialized for the first time or it has exited

maintenance mode
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AppMetrics agent. It will automatically reset from an unhealthy state to a healthy state once the

AppMetrics service is started.

Figure 53 — Agent Service Monitor Knowledge View

Health Explorer for W2K3VM1

Health monitors for W2K3IVM1

() Entity Health - W2K3VM1 (Entity)

—1-(<) Availability - W2K3VM1 (Entity)
() AppMetrics Agent Health - W2K3VM1 (AppMetrics Agent)
() AppMetrics Agent Service - W2K3VM1 (AppMetrics Agent)
() Configuration - W2K3VM1 (Entity)
O Performance - W2K3WVM1 (Entity)
() Security - W2K3VM1 (Ertity)

Summary

This monitor tracks the state of the AppMetrics service

Configuration
N/A

Causes

If the state is unhealthy, the AppMetrics service is not running. This
could be due to AppMetrics not yet running on the manager machine,
or the service could not start.

This will also occur if no AppMetrics monitors associated to agents on
this machine have yet been started. The service should automatically
start once an associated AppMetrice monitor starts up on the manager
machine.

Resolutions

If no associated AppMetrice monitors have yet been started, start an
associated monitor and check the state of the service by viewing the
services console.

If the service still doesn't start, examine the system event log on the
AppMetrics agent computer and see iIf there are any events indicating
an error condition for the AppMetrics service. Remedy any errors
present.

“erify that the service run as account has a valid 1D and password.

Attempt to manually start the AppMetrics service from the services
console.

If the service still will not start, please contact AppMetrics support at
supportlist@xtremesoft.com

The Health Explorer view shown above illustrates the Knowledge view of the Agent Service Monitor. The

Knowledge view provides detailed information concerning the monitor, and gives causes and resolutions

for unhealthy states
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The State Change Events view, indicates dates and times the state of the monitor changed, and provides
Windows Event Log information concerning the event which caused the state change.

Various properties related to the AppMetrics service are also displayed in the Details section.

Figure 54 — Agent Service Monitor Knowledge View

. Health Explorer for W2K3VM1 [_ (O] x|

Health menitors for W2K3VM1 Knowledge |
=) Entty Health - W2K3VM 1 (Entty) | Operstional State

E| @ &vailability-‘_:'u’?KS‘u’M‘l (Entity) _ 110 1-47 PM Running

; () AppMetrics Agent Health - W2K3VM1 (AppMetrics Agent)

() AppMetrics Agent Service - W2K3VM1 (AppMetrics Agent)

+++(_) Configuration - W2K3VM1 (Entity)

-{_) Performance - W2K3VM1 (Entity)
b} Security - W2KIVM1 (Entity)
Details

Context: J
Date and Time: 4/8f2010 1:47:11FM
Property Name Property Value
State 4
ServiceType 16
StartMode 3
ErrorControl 1
Tagld 0
ProcessId 2728
Name AppMetrics
BinaryPathName C:\WINDOWS\system32\AppMetrx\ServerSve.exe
LoadOrderGroup
Dependencies RPCSS
ServiceStartlame CORP\TestAppMetricsSVC
Displaylame AppMetrics
Description Maonitors server applications that span multiple tiers. J
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SCOM generates alerts to notify data center staff of events and conditions affecting the health and

performance of monitored computers, applications, and devices. The AppMetrics management pack

extends SCOM in order to generate alerts when COM+ applications exceed their configured thresholds,

experience abnormal terminations, or when they cease to respond in a timely manner. In addition,

conditions affecting connectivity between the AppMetrics manager and agent are also reported.

Managing Alerts

Alerts can be managed either globally for all monitored computers, applications, and devices, or locally

for each specific managed entity.

Active Alert View

The Active Alert View provides a global view of active alerts collected from all monitored entities.

It can be accessed from the SCOM Monitoring console.

BR system Center Operations Manager 2007 R2 - Xtremesoft
Ele  Edt

Monitoring

Help

[ ] o

Active Alerts 3

v at least 1 month of data =

55 Overrides -

Figure 55 - Active Alert View

=1 E3

Actions

] anmng ~fl 3y Lookfor: EindNow  Clear % || AlertActions
Active Alerts —
Discovered Invertory L4 | source |.5)| name Resalutio... | Crested o | Age B e \;;at‘.‘nagr::}w:;le
Distibuted Applications = Severity: Critical (10) moniter
Ea::i‘a'“ss (3 MSSQLSERVER The SQL Server Service Broker or Database Mir... New 4/12/2010 1:18:51 PM 19 Hours, 53 M., IE Closelert
e/ Liruax Servers
Windows Computers () XSDEVD1-W2KB-64 AppMetrics Manager Connectivity New 4/12/2010 1:13:56 PM 20 Hours, 4Min. #F Properties
[ZF Agentless Exception Monitoring () bruno2003.corp.xtremesoft.com Failed to Connect to Computer New 3/19/2010 7:33:18 PM 24Days, 13Ho... (& Heslth Explarer
1 & AppMetrics COM+ Monitoring - =
] AppMetics Mansgers () bruno2003.corp.xtremesoft.com Health Service Heartheat Failure New 3/19/2010 7:39:16 PM 24Days, 13Ho... &) Start
AppMetrics Production Moritors ) Windows_2008_R2_VM1_Prod_Monitor Auto Shrink Flag New 3/17/2010 4:28:28 PM 26Days, 16 Ho... m‘é‘gt‘am
Coh SorscakaiSayas Windows_2008_R2_VM1_Diag_Mori :28:
_2008_R2_YM1_Diag_Monitor Auto Shrink Flag New 3/17/2010 4:28:28 PM 26 Days, 16 Ho... T
(3 Microsoft Aud Collection Services 2 f Edit Maintenance
1 [ Microsoft SQL Server (@) Windows_2000_VM1_Diag_Monitor Auto Shrink Flag New 3/17/2010 4:28:28 PM 26 Days, 16 Ho... Mode Settings...
[ Active Aletts (@ Windows_2003_R2_YM1_Diag_Monitor Auto Shrink Flag New 3/17/2010 4:28:23 PM 26 Days, 16 Ho... ] fl‘;”_rerc_
% TC"S:’“S'::S ) Windows_2003_R2_VM1_Prod_Monitor Auto Shrink Flag New 3/17/2010 4:28:28 PM 26 Days, 16 Ho... Made
2 us [
5 [ Databases (@) Windows_2000_VM3_Prod_Monitor Auto Shrink Flag New 3/17/2010 4:28:28 PM 26 Days, 16 Ho... —Y % overrides»
el LECAT T R rersonies
i Database State ere
$24 Transaction Log Free Space I\ XSDEVO1-W2KB-64. corp.xtremesoft. com Script or Executable Failed to run New 3/12/2010 1:13:02PM 19 Hours, 59 Mi... view.
= [£F Health Monitoring I\ XSDEVO1-W2KB-64.corp.xtremesoft.com Seript or Executable Failed to run New 4/12/2010 1:18:57 PM 19 Hours, 59 M... Subscription =
% gg;"; HEE‘: o I\ XSDEVO1-W2KB-64. corp.xtremesoft. com Service Check Probe Module Failed Execution New 3/12/2010 1:18:52PM 19 Hours, 59 Mi... LF) Creste...
E abase Engine Heal ¢
(4 Pefomance I\ XSDEVO1-W2KB-64 AppMetrics Manager Service New 4/12/2010 1:18:51PM 19 Hours, 53 M., LE] Modify...
L5 Replication I\ XSDEVO1-W2KB-64 AppMetrics Agent Service New 4/12/2010 1:18:22PM 20 Hours [r——
% ggtlz’;:‘“ I\ XSDEVO1-W2KB-64. corp.xtremesoft.com Service Check Data Source Module Failed Execu... New 4/12/2010 1:14:05 PM 20 Hours, 4Min... S———
@ System Center
=1 [ Microsoft Windows Server I\ XSDEVO1-W2KB-64. corp.xtremesoft.com Service Check Data Source Module Failed Execu... New 4/12/2010 1:14:05 PM 20 Hours, 4Min... = Operations
\i ErefEE Service Check Data Source Module Failed Execu. .. 3/12/2010 1:14:05 PM 90 Hours, 4 Min.... Manager Help
« &Y System Center
Operations
Show or Hide Views. Manager Online
New View » @ AppMetrics Hanager Connectivity Alert Description TR ——
""""" — [ XSDEVO1W2K8 64 The AppMetrics manager has lost contact with one or mare agants. e |
. . Event Description: Explorer
Bath: KTEVG WA S Capbckeme ol cunlEEDEVRE MIKE G Monitor 'Windows 2000 VM1 Prod Monitor' detectad that agent HVW2K-VM1\Cornucopia A @ aboue
. Prod Agent s rot ncering prcpety. The foloning eror wasreued ram server e
VVI2KAM 1. Made
. The remote procedure call failed.
Created: 4/12/2010 1:13:56 PM (® Add New views
of Monitoring
Knowledge: ' View additional knonledge. . @ Howito
Personalize a
View
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By double clicking an alert item in the Active Alert View, the Alert Properties view will appear.

Figure 56 - Alert Properties View

Alert Properties

| Product Knowledge I Company Knowledge I Histary I Alert Context I Custom Fields I

@ AppMetrics Manager Connectivity

Key Details:
Alert source: _E,XSDEVEII—WZKS—E#}
Severity: Critical
Priority: Medium
Age: 20 Hours, 25 Minutes
Owner: I Change... |
Ticket ID: |
Alert Description:
The AppMetrics manager has lost contact with one or more agents, -

Event Description:

Monitor "Windows 2000 ¥M1 Prod Monitor' detected that agent 'HVW 2K-VM1\Cornucopia Prod Agent’ is not
functioning properly. The following error was returned from server HVW 2K-VM 1.

The remote procedure call failed. LI

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed’ which will remove
the Alert from the system once changes are committed.

Mew j

i Previous 3 Next 0K I Cancel Apply
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Additionally, the alert item may be further examined by right clicking on the item and selecting Open,

where various objects associated to the item may be opened, such as the related Health Explorer for

example.

File Edit View Go Actions

- I

Monitoring Active Alerts 3

Actions

=|_=!.] COM=+ Application Servers
2§ Microsoft Audit Callection Services
£l [53 Microsoft SQL Server
g Active Alerts
2] Computers
% Task Status
£ [ Databases
b Database Free SDTCE

|

Show or Hide Views

New: View »

""""" Source: EEES The AppMetrics manager has lost contact with one or more agents, “) Create..
2] Madify...
Pt XSDEVD 1-4/ 2K8-64, corp, xiremesaft,com | XSDEVD1- Event Description: 2| Modify
W2K8-64 Monitor "Windows 2000 VM1 Prod Monitor' detected that agent HVW 2K~ || Resources -
Alert VM1\Cornucopia Prod Agent is not functioning properly. The following
Monitor: (© AppMetrics Manager Connectivity error was returned from server HYW2K-VM 1L (@ System Center
. The remote procedure cal failed. "~ Operations
Created: 4/12/2010 1:13:56 PM Manager Help
System Cent:
Knowledge: [ view additional knowledge... & System Center

=] Egnﬁnﬁng 2l 4 Lookfor: I Find Now  Clear X || Alert a 2
Active Aletts
£ Discovered Invertory ia | Source |£)| Name Resolutio. .. | Created =~ Ny \sl’;:;'nugrseo\:lflzhtlle
®| Distributed Applications =l Severity: Critical (10) maonitor
jp Task Status
MSSQLSERVER. The 5QL Server Service Broker or Database Mir... Mew 4 2010 1:18:51 PM I
1] Unie/Linusx Servers & wssq Q 112/, B CloseAlett
£ Windows Computers || 7 gt New 4{12/2010 1:13:56 PM W 57 Properties
% Agertless Exception Moritoring Mew 3/19/2010 7:39:18 PM (3 Health Bplorer
= AppMetrics COM+ Monitoring _—
Iii] AppMetrics Managers New 3(19/2010 7:39:16 PM g’ '%It:‘l—:tgna"[g
AppMetrics Production Monitors MNew 3/17/2010 4:28:28 PM

Mode...

New 3/17/2010 4:28:28 PM %) Edit Maintenance
New 3[17/2010 4:28:28 PM Mode Settings...
New 3/17/2010 4:28:28 PM S Stop
Maintenance
Auto Shrink Flag Mew 3(17/2010 4:28:28 PM Mode

Auto Shrink Flag Mew 3/17/2010 W % overrides»

[ Personalize
View.n —

B
Alert Description

Operations
Manager Online

Figure 57 - Health Explorer for Active Alert

Health Explorer for XSDEVO1-W2K8-64

Health monitors for XSDEVD1-W2KE-64

EQ Entity Health - XSDEVD1-W2K2-64 (Entity)

: a Availability - XSDEVT-W2K8-64 (Entity)

) AppMetrics Manager Connectivity - XSDEVO1-W2K
- 1\ AppMetrics Manager Service - XSDEVI1-W2K8-64
() Configuration - XSDEV01-W2K8-64 (Entity)

o Peformance - XSDEVD1-W2K8-64 (Entity)

() Securty - XSDEVD1-W2K8-64 (Entity)

Knowledge State Change Everts (2) |
Time X | From | To | Operational State
"
4/8/2010 1:46 PM @) @ Healthy
Details
-
Contextz
Dateand .. Description:
. 4f12/2010 1:13:55 PM
Time: prELEt Monitor "Windows 2000 VM1 Prod Monitor'
Log Name: Application detected that agent 'HYW 2K-VYM 1\Cornucopia
Source:  AppMetrics Prod Agent' is not functioning properly. The
Event following error was returned from server HYW 2K-
Number: <0 YM1, The remote procedure call failed.
Levek: 2
Logging  XSDEVO1-W2K3-
Computer: 64.corp, xtremesoft.com
User: MNfA
Event Data: ﬂ
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Monitor Specific Alerts
In addition to the global list of active alerts, monitor specific alerts may be viewed from the AppMetrics
Health Explorer Views by right clicking a monitor and selecting View Alerts from the menu.

Figure 58 - Heath Explorer Menu

et Health 3 roperties (2 Help

errides -

Hesalth menitors for XSDEVD1-W2K2-64 Knowledge ~State Change Everts (2) |
=9 Entity Health - XSDEVO1-W2KE-54 (Entity) Time + | From [ To | Operational State:
@ Availability - XSDEVI1-W2K8-64 (Entity) ”
10 1:46 PM @) @ Heatthy
-
a Description:
4122010 1:13:55PM
lime: R Monitor 'Windows 2000 VM1 Prod Monitor' detected
Log Mame: Application that agent 'HYW 2K-VM1\Cornucopia Prod Agent' is
Source:  AppMetrics not functioning properly e following error was
Event returned from server HVW2K-VM1, The remote
Number 27 procedure call failed.
Level: 2
Logging  XSDEVO1-W2K3-
Computer: 64.corp. xtremesoft.com
User: MfA
1| | _>| Event Data: j

Figure 59 - Monitor Specific Alerts

= alerts - - [O]x]
i
t
o L 0
Last State Change % | Source | Name el
= Severity: Warning (1) () View or edit the settings of this
4/12{/2010 1:18:51FPM XSDEVD1-W 2K8-64 AppMetrics Manager Service monitor
IE Closealert

= Severity: Critical (1)
_ﬁ' Properties
4/12/2010 1:1%56PM  XSDEVO1-W2KE-64 AppMetrics Manager Connectivity
(gl Health Explarer

Alert Details W&} Start Maintenance Mode...

| %j Edit Maintenance Mode Settings...

: i il Alert Ds ipti
@ AppMetrics Manager Connectivity . =oT % Stop Maintenance Mode
Source: E ¥SDEVO1-W 2K3-64 The AppMetrics manager has lost contact with one -
or more agents, % Overrides »
XSDEVO1-W2K3- i c .
Path: &4, corp.xtremesoft. com | XSDEVO1- Event Description: _E Personalize view...

W2KB-64 Monitor ‘Windows 2000 VM1 Prod Monitor' detected

that agent 'HYW 2K-VM1\Cornucopia Prod Agent' is

Alert L not functioning properly. The following error was )

Monitor: (O AppMetrics Manager Connectivity returned from server HYW2K-YM 1, —Z] Create...
The remote procedure call faled. | Modify

Created: 4/12{2010 1:13:56 PM

Knowledge: ﬁ View additional knowledge. ..
g‘; System Center Operations
Summary Manager Help
This monitor will check for connectivity issues between AppMetrics monitors and their f % System Center Operations (-
associated AppMetrics agents Manager Online
Configuration W -
N/A (@ About the Health Explorer
Canses) (@ About Maintenance Mode
Al healthy state indicates that network be blocki ti th
n unhealthy state indicates that network issues may be blocking communications, or the @ Add NewViews of Manitoring
t machine may be down - -
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Examples

AppMetrics Manager Alerts

This example illustrates an AppMetrics Manager Connectivity Alert, as seen in the Manager Health
Explorer.

Figure 60 - AppMetrics Manager Health Explorer

Health Explorer for XSDEV01-

Health menitors for XSDEVD1-W2KE-64

E@ Entity Health - XSDEVD1-W2K8-64 (Entity) Time X | From | To | Operational State
EI@ Availabilty - XSDEV01-W2K8-64 (Entity) o
3 AppMetrics Manager Connectivity - XSDEVDT-W:
1\ AppMetrics Mariager Service - XSDEVO1-W2Kg+ | 4/8/2010 T:46 FM @) @ Heatthy
O Configuration - XSDEVD1-W2K8-64 (Ertity)
C} Performance - XSDEVD1-W2K8-64 (Entity)
[#-(#) Security - XKSDEVO1-W2K8-64 (Entity) Details

Context: T
Dateand _, .0 0.5 vy Description:
Time: 4/12/2010 1:13:35 PM Monitor "Windows 2000 VM1 Prod Monitor' detected
Log Name: Application that agent "HVW2K-VM1\Cornucopia Prod Agent’ is
Source:  AppMetrics not functioning properly. The following error was
Event returned from server HYW2K-YM1., The remote
Number 2° procedure call failed.
Levek 2
Logging XSDEVD1-W2KS- b
Computer: 64.corp. xtremesoft.com
User: MN/A
Event Data:

i I I _’I < Dataltem type =" System.XmlData " time =" 2010-04-12T13:13:55.5851713- ﬂ

Ready
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Below is the Alert View for the Manager Connectivity Monitor.

Figure 61 - Connectivity Monitor Alert View

A alerts M[=] E3
ti
t
o A 0
Last State Change 3 | Source MName -
= Severity: Warning (1) () View or edit the settings of this
maonitor
4122010 1:18:51PM XSDEVO 1-W 2K8-64 AppMetrics Manager Service _§
% Closedlert
= Severity: Critical (1) ﬁ? properties
4/12/2010 1:13:56 PM XSDEV01-W 2KB-64 AppMetrics Manager Connectivity @ Health Explorer
A Qf]’ Start Maintenance Mode...
) | % Edit Maintenance Mode Settings...
@ AppHetrics Manager Connectivity Alert Description ¥ Stop Maintenance Mode
. 0 The AppMetri has lost tact with
o — a KSDEVO 1AW IKE-64 ag:msp!: etrics manager has lost contact with one or more % N
P XSDEVO1-W2K8- Event Description: [ Personalize view...

5% cxpizemeso il com WEIEVD LW 2K 6 indows 2000 VM1 Prod Monitor' detected that

Manito

agent 'HYW 2K-vM1\Cornucopia Prod Agent' is not
Aler? (0 AppMetrics Manager Connectivity functioning properly. The following error was returned from
Monitor: server HYW2K-VM1,
e The remote procedure call failed.
Created: 4f122010 1:13:56 PM
Knowledge: ﬁ View additional knowledge. .. _
@ System Center Operations
Summary b fiacacerhis —

% System Center Operations
Manager Online

Configuration W b

N/A (@ About the Health Explorer

Causes (@ About Maintenance Mode
An unhealthy state indicates that network issues may be blocking communications, or the agent machine

This monitor will check for connectivity issues between AppMetrice monitors and their associated
AppMetrics agents
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Below the alert properties are displayed for the alert seen in the Connectivity Monitor Alert View above.

Figure 62 - Connectivity Alert Properties

Alert Properties Ei |

Product Knowledge | Company Knowledge | History | Alert Cnntextl Custom Fields |

'(3 AppMetrics Manager Connectivity

Key Details:

Alert source:  XSDEVD1-W2KB-64
Severity: Critical

Priority: Medium

Age: 20 Hours, & Minutes

Owner: I Change... |

Ticket ID: |

Alert Description:

The AppMetrics manager has lost contact with one or more agents. -

Ewvent Description:

Monitor "Windows 2000 YM1 Prod Monitor' detected that agent 'HVW 2K-¥M 1\Cornucopia Prod Agent’ is not
functioning properly. The following error was returned from server HVW2K-VM1,

The remote procedure call failed. LI

Alert Status:

Once you have identified the problem and taken corrective action, you can select 'Closed’ which will remove
the Alert from the system once changes are committed.

MNew j

4 Previous G Next oK I Cancel Apply
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COM+ Application Alerts
Below is an example of COM+ Application alerts caused by a COM+ Threshold Exceeded condition and
Page Faults per Second exceeded condition.

Figure 63 - AppMetrics Production Monitors View with Warning State

Monitoring
= @ Monitoring
d Active Alerts
Discovered Inventary
2| Distibuted Applications
Task Status
2| Unie/Linwx Servers
Eﬂ Windows Computers
E Agentless Exception Monitoring
B [ AppMetrics COMs Monitoring
|j] AppMetrics Managers
32| AppMetrics Production Manitors.
[2%] COM+ Application Servers
E Microsoft Audit Collection Services

| | »

Show or Hide Views:

=] System Center Operations Manager 2007 R2 - Xtremesoft

AppMetrics Production Monitors (5

%Laok for: Find Now

Clear

X

@ Health Explorer for

State |@ ‘ MName | Manager Host Mame | Agent Name | Application Server N|
@ Healthy W2K VM1 FMStocks Prod Monitor WML FMStocks Prod Agent HYW2K- VM1

@ Healthy W2K3 VM1 FMStocks Prod Monitor WML FMStocks Prod Agent W2K3VM1

@ Healthy W2KB VM1 FMStocks Prod Monitor WML FMStocks Prod Agent W2KBVM1

@ Healthy Windows 2008 R2 YM1 Prod Monitor X¥SDEVO1-W2KB-64  W2KBVM1Prod Agent W2KBVM1

@ Healthy Windows 2000 VM1 Prod Monitor ¥SDEVO1-W2KB-64  Cornucopia Prod Agent  HVW2K-YM1

JS Warning Windows 2003 R2 YM1 Prod Monitor X¥SDEVO1-W2KB-64  W2K3VM1Prod Agent W2K3vM1

Detail View

% AppMetrics Production Monitors properties of W2K VM1 FMStocks Prod Monitor

W 2K VM1 FMStocks Prod Monitor
WIVM1.corp.xtremesoft.com\W2K VM1 FMStocks Prod Monitor
Production Mornitor Name W2K YM1 FMStocks Prod Monitor

Name
Path name

W2K VM1 FMStocks
Prod Manitar

gsi’ Start Maintenance
Mode...

&) Edit Maintenance Mode
Settings...

1 Stop Maintenance
Mode

[T Personalize view...

@ System Center
Operations Manager
Help

Q} System Center
Operations Manager
Online

Manager Host Name WML
Agent Mame FM5tocks Prod Agent
Application Server Name HVW2K-YM1 (@ About the Health
Description Monitors FMStocks on Windows 2000 Advanced Server VM1 Explorer
(@ About Maintenance
Mode

(® Add New Views of

Figure 64 - Health Explorer with COM+ Application Monitor Alert

Health Explorer for W

Health moniters for Windows 2003 R2 YM1 Prod Monitor

< 2003 R2 VM1 Prod Monitor

E_;:\‘ Entity Health - Windows 2003 R2 VM1 Prod Monitor (Enti
E‘Jﬁ. Availability - Windows 2003 R2 VM1 Prod Moniter (Er
H A W

OM+ App n Health M
@ AppMetrics Manager Availability Fallup - Window
@ AppMetrics Production Monitor State - Windows |
O Configuration - Windows 2003 R2 YM1 Prod Manitor
O Performance - Windows 2003 RZ2 VM1 Prod Monitor |
@ Security - Windows 2003 R2 VM1 Prod Menitor (Entit

Knowledge State Change Everts (2) I
Time ¥ | From | To | Operational State
o
4/8/2010 1:46 FM @) @ Healthy
Details
-
Contextz
Dateand . .. - Description:
& 4142010 7:39:39 AM . . )
Time: LERDELEL . Application "FMStocks 2000 Core” has exceeded its
Log Name: Application threshold for "Page Faults Per Second™ on server
Source:  AppMetrics VW 2K3IVM1, AlertType: ProcessThresholdExceeded
Event Reported by: Windows 2003 R.2 YM1 Prod Monitor.
4
Number:
Levek 2
Logging  XSDEVO1-W2K3-
Computer: §4.corp. xtremesoft.com
User: MN/A
Event Data: ﬂ

Page 55



AppMetrics for Transactions — SCOM Management Pack Users Guide

April 20, 2010

Figure 65 - COM+ Application Alerts View

= alerts =]
ti
t
2 Actic
Last State Change 3 | Source | Mame | = |
= Severity: Warning (2) () View oredit the settings of this
4f14/2010 7:39:39 AM Windows 2003 R2 YM1 Prod Monitor COM+ Application Threshold Exceeded rule
4/14/2010 7:39:39 AM Windows 2003 R2 ¥M1 Prod Monitor ~ COM+ Application Threshold Exceeded :5; Elnsesert
roperties

(g} Health Bxplorer

& Start Maintenance Mode...

e
o [ & Edit Maintenance Mode
A coms Application Threshold Exceeded Alert Description Settings...
e Ea \Windows 2003 R2 VM1 Prod Monitar AppMetrics has detected that a configured %) Stop Maintenance Mode

threshold has been exceeded.

XSDEVO1-W2KE- T overrides»

Path: 64, corp. xtremesoft. com\Windows
2003 R2 VM1 Prod Monitor

Details:
Item "FMStocks_Bus. Account™ has exceeded i1] Personalize view.
its threshold for "Average Duration in an
Interval™ on server WV 2K3VM 1,

Alert O COM+ Application Threshold Exceeded

Rule: Detection AlertType: ThresholdExceeded
o Reported by: Windows 2003 R.2 VM1 Prod
Created: 414/2010 7:39:39 AM Monitor,
Knowledge: ' View additional knowledge...
@ System Center Operations
Summary Manager Help
COM+ Application Threshold Exceeded = Q} System Centgr Operations =
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Figure 66 - COM+ Application Threshold Exceeded Alert

Alert Properties

I Product Knowledge | Company Knowledge | History | Alert Cuntextl Custom Figlds I

/)

COM+ Application Threshold Excesded

Key Details:

Alert source: _;.Windnws 2003 R2 VM1 Prod Monitor

Severity: Warning

Priority: Medium

Age: 11 Minutes

Repeat Count: 0

Owner: I Change... |
Ticket ID: |

Alert Description:

AppMetrics has detected that a configured threshold has been exceeded.

Details:

Itemn "FMStocks_Bus. Account™ has exceeded its threshold for "Average Duration in an Interval”™ on server
W2KIVM1,

=l

Alert Status:

Once you have identified the problem and taken corrective action, you can select "'Closed’ which will remove
the Alert from the system once changes are committed.

Mew

~

Cancel

o]
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AppMetrics Agent Alerts
Below is an example of an AppMetrics Agent Service alert.

Figure 67 - COM+ Application Servers View Warning State

=R System Center Operations Manager 2007 R2 - Xtremesoft

COM+ Application Servers (6

=] Q Menitering %Luokfor: Find Now Clear 3 =
.g; Active Alerts = B
Discovered Invertory FEE |w£') Maint... | Mame ‘ Path Version ") F'DErEEDE’E%‘?_TET
Distributed Applications () Healthy Frow 2k-vm 1 hrvwe 2k-vm 1.corp. xtremesoft. com 4.1.0.58 W2KB-64
% Eai:ﬁtamss @ Healthy W2K3vM1 w2k3vm1.corp.xtremesoft.com 4.1.0.58 =} start
Inie/Linux Servers = ;
Windows Computers M@ Healthy WaKBYML \W2KBVM1.corp. xtremesoft.com 4.1.0.58 mg'g;ena”ce
[CF Agentless Exception Monitoring () Healthy WML W7VM L. corp. xtremesoft.com 4.1.0.57 & Edit Maintenance
=] [é AppMetrics COM+ Monitoring - g e
1\, Warning XSDEVO1-W 2KE-64 XSDEVO1-W2K8-64, corp. xtr ft. 4,1.0.57 Mode Settings...
251 Applietics Managers _.3 corp. xtremesoft.com i
PppMetrics Production Monitors () Healthy wsdevi2 wsdevi2. corp.xtremesoft.com 4.1.0.58 x] I_“}aoigt'rarc'
Maintenance

::| COM+ Application Servers Mode
EE Microsoft Audit Collection Services
= Eé Microseft SQL Server
4] Active Alerts
@ Computers
i Task Status
=] EE Da_|tabases

[§ Personalize
view,

@ System Center
Operations
Manager Help

&3 System Center
Operations
Manager Online

1

Show or Hide Views —
La AppMetrics Agent properties of XSDEV01-W2KB-64

Mame XSDEVD1-W2KB-64

Path name XSDEVD 1-40 2K5-64. corp. xiremesoft.com\XSDEVO1-W2KB-64

Application Server Name XSDEVO 1-W2K8-64 @ About the Health
Version 4,1.0.57 Explorer

@ About
Maintenance
Mode

@ Add New Views
of Monitoring

(@ Howto

Figure 68 - COM+ Application Server Health Explorer View with Alert

Health Explorer for XSDEV01-W2KE-64

Health monitors for XSDEVD1-W2K3-54 Knowledge  State Change Everts (2) |
-8}, Entity Health - XSDEVD1-W2K8-64 (Entity) Time * | From | To | Operational State
E_::\‘ Availability - XSDEVO1-W2KE-64 (Entity) -
(<) AppMetrics Agent Health - XSDEVD1-W2K8-64 (£
1, [ YN ; 4/8/2010 1:46 PM QO (&) Runining

O Conrfiguration - XSDEVI1-W2K8-64 (Entity)

Q Pedformance - XSDEVO1-W2K8-64 (Ertity)

O Security - ¥SDEVD1-W2K8-64 (Entity) Details
Context: T
Date and Time: 4{12/2010 1:18:21PM
Property Name Property Value
State 1
ServiceType 16
StartMode 3
ErrorControl
Tagld i}
ProcessId ]
Name AppMetrics
BinaryPathName C:\Windows\SysWOW6s4\AppMetri\ServerSve.exe
LoadOrderGroup e
Dependencies RPCSS

P | | _}I ServiceStarthame CORPYTestAppMetricsSVC ﬂ
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Figure 69 - COM+ Application Server Alert View

= alerts =] E3
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t
o A 0
Last State Change % | Source Mame - =
= Severity: Warning (1) () View or edit the settings of this
manitor
4f12/2010 1:18:22PM  XSDEVO1-W2K3-54 AppMetrics Agent Service
JE CloseAlert
#7 Properties
(& Health Explaorer
-
o — QgT Start Maintenance Mode...
& AppMetrics Agent Service Alert Description
= - e - R %) Edit Maintenance Mode Settings...
Source:  Lg# XSDEWVD1-W2K3-64 AppMetrics service is not running on XSDEVD1-W2Ks- )
- YSDEVO1-AWIKE- 64.corp.xtremesoft.com ) Stop Maintenance Mode
at: 64.corp. xtremesoft. com\ XSDEVO1-W2KB-64 % Overrides
Alert . )
Moritor: ') AppMetics Agent Service [ Personalize view...
Created: 4/12{2010 1:18:22 PM
Knowledge: ﬁ View additional knowledge. .. _ _|_‘| Create...
Summary 25| Modify...
This monitor tracks the state of the AppMetrics service e
Configuration QJ System Center Operations
N/A Manager Help
Causes a System Centler Operations
. . L . . . M Onli
If the state iz unhealthy, the AppMetrics service i= not running. This could be due to AppMetrics not yet i
running on the manager machine, or the service could not start.
- ¢/) About the Health Explorer -
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Summary

AppMetrics and SCOM working together can efficiently monitor your COM+ and .Net Serviced
Component middle-tier applications, and provide a centralized view of your application’s performance
and status of all of those applications.

For further information or details, please contact Xtremesoft support at supportlist@xtremesoft.com.
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